ICO issues maximum Â£500,000 fine
to Facebook for failing to protect
usersâ€™ personal information
Posted by Derek A. Lackey, Editor | October 27, 2018
The Information Commissioners Oﬃce (ICO) has ﬁned Facebook 500,000 for serious
breaches of data protection law.
In July, the ICO issued a Notice of Intent to ﬁne Facebook as part of a wide ranging
investigation into the use of data analytics for political purposes.
After considering representations from the company, the ICO has issued the ﬁne to
Facebook and conﬁrmed that the amount the maximum allowable under the laws
which applied at the time the incidents occurred - will remain unchanged.The full
penalty notice can be read here.
The ICOs investigation found that between 2007 and 2014, Facebook processed the
personal information of users unfairly by allowing application developers access to
their information without suﬃciently clear and informed consent, and allowing
access even if users had not downloaded the app, but were simply friends with
people who had.
Facebook also failed to keep the personal information secure because it failed to
make suitable checks on apps and developers using its platform. These failings
meant one developer, Dr Aleksandr Kogan and his company GSR, harvested the
Facebook data of up to 87 million people worldwide, without their knowledge. A
subset of this data was later shared with other organisations, including SCL Group,
the parent company of Cambridge Analytica who were involved in political
campaigning in the US.
Even after the misuse of the data was discovered in December 2015, Facebook did
not do enough to ensure those who continued to hold it had taken adequate and
timely remedial action, including deletion. In the case of SCL Group, Facebook did
not suspend the company from its platform until 2018.
The ICO found that the personal information of at least one million UK users was
among the harvested data and consequently put at risk of further misuse.
Elizabeth Denham, Information Commissioner, said:
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