No longer fit for purpose: Why
Canadian privacy law needs an
update
Posted by Derek A. Lackey, Editor | March 06, 2018
Michael Geist holds the Canada Research Chair in Internet and E-commerce Law at
the University of Ottawa, Faculty of Law. He can be reached atmgeist@uottawa.caor
online at www.michaelgeist.ca.
Canada's private-sector privacy law was ﬁrst introduced 20 years ago, coinciding
with the founding of Google and predating Facebook, the iPhone and the myriad of
smart devices that millions of Canadians now have in their homes. Two decades is a
long time in the world of technology and privacy, and it shows. There has been
modest tinkering with the Canadian rules over the years, but law is struggling to
remain relevant in a digital age when our personal information becomes increasingly
valuable and our consent models are little more than a legal fiction.
The House of Commons standing committee on access to information, ethics and
privacy last week released the results of a comprehensive study into Canadian
privacy law. The report, which features 19 recommendations, provides Innovation,
Science and Economic Development Minister Navdeep Bains with a road map for
future reforms (I appeared before the committee as one of 68 witnesses from across
the policy spectrum).
The report touches on everything from special privacy safeguards for minors to
enhanced enforcement powers for the Office of the Privacy Commissioner of Canada,
but at its heart are three key ﬁndings: the law is no longer ﬁt for purpose; the
standard of consent is not good enough; and Canada is at risk of restrictions on data
transfers with the European Union if the government does not act.
The failure of the current law to keep pace with the changing technological
environment will come as little surprise to anyone with even a passing familiarity
with the legislative framework. For example, Daniel Therrien, the federal privacy
commissioner, recently proposed trying to shoehorn in the right to be forgotten
(described as a right to de-index online search results) within the existing law, yet
the law is ill-suited to do so. The committee report is truer to the current situation,
acknowledging that addressing the complicated challenges associated with harmful
yet legal content online requires a legal tool set that does not exist under current
Canadian law.
The law features a mandatory review every ﬁve years, but that process has yielded
few tangible results. Modest reforms from hearings that date back to 2006 have still

not been fully implemented. In fact, when scarcely a week goes by without a major
data breach aﬀecting thousands of people, it is shocking that Canadian privacy law
still does not have mandatory security breach rules in operation.
Data breach disclosure requirements were included in the Digital Privacy Act that
was passed in 2015, but the accompanying regulations have still not been ﬁnalized.
The failure to expedite security breach disclosure rules is an embarrassing failure for
successive Conservative and Liberal governments, placing the personal information
of millions of Canadians at risk and eﬀectively giving a free pass to companies that
do not adequately safeguard their customers' information.
In addition to the Digital Privacy Act delays, piecemeal protections for identity theft
and anti-spam rules are now in eﬀect, but those laws point to the emerging battle at
the heart of privacy law: the appropriate standard of consent.
Consent provides the foundation for Canadian privacy law, which is premised on
users' agreeing to the collection, use and disclosure of their personal information.
However, as anyone who has viewed eerily targeted advertising or received
unexpected marketing calls knows, companies have adopted exceptionally
aggressive interpretations of the standards of consent, implying agreement to use
personal information with little regard for the real intention, expectation or
knowledge of individual Canadians.
The committee recommends signiﬁcant reforms to the standard of consent, but the
long-standing battle over Canada's anti-spam laws provides an advance preview of
the challenge of implementing rules premised on genuine consent after years of
weaker opt-out models. The ﬁght over the anti-spam law is often portrayed as a
dispute over onerous regulations, yet the reality has long been far simpler: It is a
fight over implementing higher standards of opt-in consent.
If Canada does not get its privacy house in order...
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